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Colonel Sheets, Gentlemen; First I want to assure you of my appre- 
ciation of the opportunity to come here to talk to you on ny subject. In 
inviting ao to speak on the subject of Communications Intelligence, It 
■was indicated that "the objective of the presentation is to create an 
awareness of the background, development, and manner of employment of 
tills vital military weapon," Communications Intelligence was not always 
regarded as vital, I am reminded here of a story that I read some years 
ago in an old book, and the story may bo apocryphal, but I give it for 
what it is worth. It seems that about two thousand years ago there was 
a Persian queen whose name was Semiramie and who took an. interest in 
cryptography, Whether it was because of that interest or other unnatural 
circumstances, the record doesn’t say, but anyhow she met an untimely 
death. Presumably she went to Heaven, or perhaps to the other place, but 
having left instructions a a to the disposition of her remains, they built 
for her on imposing mausoleum in which her sarcophagus rested. On the 
outside of the mausoleum there was carved a message, which eaid, "Stay, 
weary traveler l If thou art footsore, hungry, or in need of money, 
unlock the riddle of the cipher graven below, and you Trill bo lead to 
riches beyond all dreams of avarice." Ihen underneath it there ms a 
cryptogram. For several hundred years the possibility of sudden wealth 
Served as a lure to all the experts who tried their hands at deciphering 
the message, but they were without success, until one day, presumably, 
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along came a long-whiskered, bespectacled individual who* after working 
at it for a considerable length of time, solved the ness age. It gave 
him detailed instructions for making a secret entry into the tomb. 

When he got inside he found an instruction to open the sarcophagus, but 
he had to solve another message in order to do so. Possibly it involved 
finding the correct combination to a ^tumbler lock l Well, he solved 
that one too, after a lot of work, and opened the sarcophagus and found 
a box. In the box was a message in plain language, and this is what it 
said: "Oh, thou vile and Insatiable monster, to disturb these poor 

bones l If thou hadst learned something more useful than the art of 
deciphering, thou wouLdst not be footsore, hungry, or in need of money 1“ 
Many times in tile course of the past thirty years I have had occasion to 
wish that I knew tlie old gel's address so tiiat I could put as a first 
indorsement to the basic communication the single word "Concur." Well, 
anyhow, it'ebeen an interesting life, if not financially lucrative. 

How I am going to read you a short paragraph from Time Magazine of 
December 17, 1 9l&* "liagie is the Word for It5 

"C.S. citizens discovered last week that perhaps their 
most potent secret weapon of 'World War II was not radar, not 
the VT fuso, not the atom bomb, but a harmless little machine 
which cryptographers painstakingly constructed in a hidden 
room in Washington.. With this machine, built after years of 
trial and error, of inference and deduction, cryptographers 
have duplicated the decoding devices used in Tokyo. Testimony 
before the Pearl Harbor Committee had already shown that the 
machine known as 'Magic 1 was in use long before December 7, 19U1, 
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had given ample warning of the Japs* sneak attack if only U.D. 
brass hats had been smart enough to realise it. General I-arahall 
now continued the story of 'Magic's* magic." 

And then it goes on to a ay what that story was. I hope 1*11 have time to 
return to it a little bit later on. 

i 

I hardly need to stress the necessity for secrecy in this business. 

Hope for future success depends to a very great degree on maintaining 
secreqy with respect to past achievements. Changes as a result of suspected 
comproi.Tise of cryptographic systems are easy to oak© and very hard to follow. 

The effects of leakage or compromise are not local - they are widespread, 
because of the widespread use and distribution of particular cryptographic 
systems* During World War II, I might say, the continuance of our success, 
hung by a very slender thread. I a» reminded at this point of an instance 
of this sort which happened just a short time before 19Ul> and to avoid 
naming names I will simply say that there was a chap in a certain capitol ^ 
of the Trorld who sent a message to his home government in idiich ho said 
that he was getting a bit. worried about their communications . In substance, 
he said* “You know, these many telegraphic exchanges that we are having, 
dealing with this matter in hand, have put a great Btrain on our cipher 
System because they have made it necessary to be very voluminous in our 
Correspondence, so that I am afraid Hi at perhaps some third party might be 
reading our comaunicationa. 1 think we ought to do something about this 
right away.” Well, w© read that, and we were very much upset for fear that 
they would take the hint and that something would happen. So we were on 
tenterhooks and ping and needles for two or three deys until we got the 
reply from headquarters. You can imagine how agog with excitement we were 
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until the nos sage was processed to the point of intelligibility. To 
paraphrase the reply, it said, "Well, you southern extremity of a 
horse’s anatcey, don’t you realise that shat you are saying is way out 
of line? Don’t you know that our system and the machine has so many 
permutations and combinations it’s inconceivable that ary body should be 
able to read these coaaaunications without having tire machine and the 
key? How, don’t you worry any more about it. You ’tend to your own 
busineBs, and we’ll ’tend to ours." We were very happy viien we read 
that one* The thread was indeed a very thin one that time because it 
was possible to do quite a number of things to ’’soup 19 ” the system, any 
one of which would have occupied us for months to get back into a state 
of readability, 

I hardly need to give you a definition of wmrainicatlonsr Intelligence, 
or GOiilfJT, as we coll it for short* No doubt 'lajor Morrison lias already 
dealt with it, so I will siqply cite its three main objectives. First <* 
to provide authentic information for policy makers, to apprise them of 
the realities of the international situation, of the war making capabilities 
and vulnerabilities of foreign countries, and of tire intentions of those 
countries with respect to war, Second - to eliminate the element of 
surprise from an act of aggression by another country. Third - to provide 
unique information essential to the successful prosecution, and vital 
to a shortening of, the period of hostilities. 

How, the background of CO' 'LIT, which is based upon the science of 
cryptanalysis , has a long and very interesting history which is inextricably 
bound up with the history of cryptography. The two are but opposite faces 
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of the aswe coin, for progress in one inevitably leads to progress in 
the oilier. Hence, while cy talk is to be devoted largely to crypt- 
analysis and COMIif?, I will have to deal also, to e certain extent, 
with cryptography ami coaraimicationa security or CGjSKC. Now, because 
of the secrecy or cloak of silence which officially surrounds the 
whole field of cryptology and especially cryptanalytiqa, it is obvious 
that authentic information with reference to the background and develop- 
ment of the science in foreign. countries is quite sparse; ami although 
after V/orld lor II we learned much regarding tho accorplishmmts in 
this field of work by our enemies, security rulos prevent ay saying 
very ouch about how good or bad they were in comparison with us. I can 
only give a fairly good account of D.S. COMIijy activities up to a certain 
point of time, and even then I will not be able to say very ouch about 
tiie U.S. Navy* a COHIHT activities, because I don't know very much about 
that background and prefer not to give any information which I can't 
document* In any case, I night a ay at this point that our relations with 
the Navy in the early days wore such as to preclude ray knowing very much 
about what they were doing# and vice versa* In tiie course of cy talk I 
will give illustrations of cryptanalysis, some of which form part of ray 
own experience. Modesty would dictate their omission, but because of 
their possible interest I will use then end will here and now make a 
general apology for the use of tiie personal pronoun. 

How may we have the first slide, please. Ciyptography and crypt- 
analysis go back to tho dawn of the invention of writing, and here I 
allow an instance of cipher in the Bible. In Jeremiah 25 3 26 occurs the 
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expression M And the king of Sheeliakh shall drink after them.” Also in 
Jeremiah "How is Sheshakh taken F Well, for many, many years 

that name ’’Sheshakh*’ remained a systery . xhere was no such place. 

But then somebody discovered that if you write the twenty-two letters 
of the Hebrew alphabet in two rows, eleven and eleven, like this, you 
set up a substitution alpliabot whereby you can replace tile letters by 
those standing opposite theta. For example, "Shin,” is represented by 
"Beth" or vice versa, so that n Sheshakh, 0 translates "Babel,” or 
"Babylon.” 3he vowels had to be supplied. Incidentally, mentioning 
the Bible, one might say that Daniel, who was the first psychoanalyst, 
mm also the first cryptanalyst. I soy psychoanalyst, because you 
remember how he interpreted IJebuchodneaaar * 3 dreams. In the Bible* a 
own words, "Hebuchadneasar dreamed dreams, wherewith hia spirit was 
troubled, and sleep brake from him.” But when he woke vp he just 
couldn’t sesia to remember them. One morning he called for his magicians, 
astrologists, and Chaldean soroers and asked them to interpret the dream 
he’d had during the night. Ihey ash.ed hbis "What was the dream?" and he 
said, "’Jell, I don’t remember it, but it’s part of your Job to find that 
out and then to interpret it.” That was a pretty stiff assignment, and 
they failed to make good, which irked Hobuchadnessar no end. Kings had 
a nasty habit of chopping your head off in those days if you failed^ so 
in this case it corjcs as no surprise to learn that Ifebuchadnezsar passed 
the word along to destroy all the wise men of Babylon, including Daniel. 
Well, when the King’s guard caae to get Daniel, Daniel asked that he be 
given a bit of tiear* Then, by some hocus-posuc - the record simply ecys 
that the secret was revealed to Daniel in a night vision - Daniel was able 
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to reconstruct toe dream and toon interpret it. Seme years later* 
Nebuchadnezzar » s son* Belsfaaaaar, wa 3 giving a feast, and during the 
course of the feast the fingers of a nan’s hand appeared on the wall 
behind the candlestick and wrote a secret messages Belshazsar was 
very ranch \jpset and called for hie soothsayers, Chaldean sorcerers, 
magicians and so on, but they couldn’t read the message - apparently 
they couldn’t even read the cipher characters! Well, Banlel was called 
in and succeeded not only in reading the writing on the walls ”Mene, 
mens, tekel, upharsin," but also the meaning of the words* Hia 
interpretation was rt ISene n - God hath numbered thy kingdom and finished 
it. "TekeL” - Thou art weighed in tile balances and found wanting. 
"Upharsin," or rather ’’Peres," (apparently the ciiap who did the hand- 
writing on the wall knew a tiling or two about cryptography, because 
he used "variants i") - Thy kingdom shall be divided and given to the 
Modes and Persians." 

The next is an illustration of the earliest cipher device history 
records, a device which was called a gcytale , used by the anoient 
Iac.xta.nian,> or Orwka. Ihey haaVwocaen cyltoctor of spooiELc 
dimensions, around which they wrapped spirally a piece of parchment 5 
they then wrote the message across the edges of the parchment, unwound 
it, and sent it to its destination, where the recipient would wind t» 
parchment around m identically-dimensioned cylinder, and thus bring 
together properly toe bits of letters representing toe message. Tills 
diagram, incidentally, is not correct. The writing was done along toe 
edges of the parchment, as f said before, and not asdicwn in this 
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picture* And, frj the way, toe baton which toe TXiropean field marshal 
still carries as one of toe insignia of hie hi#i office derives from 
this very instrument. 

Caesar, of course, is well known in history to have used crypto- 
graphy - a very simple method, obviously, because all he did vras to 
replace each letter by toe one that was fourth from it in the alphabet* 

Cicero was one of toe inventors of what is now called shorthand. He 
had a slave by the name of Tiro who wrote for Cicero his records and so 
on, in shorthand or Tirronoan notes, a a they are colled. 

The beginnings of modern cryptography are to be found in Venice, 
in too Papal states, about 12*00. I show next an alphabet of that period 
which is interesting merely because it snows that in those early days 
they already had a recognition of the basic weakness of what we call 
single or zttonoalphhbetic substitution. Solution of this typo of cipher, 
as you all know, is accomplished by using data based ip on frequencies. 

I don’t have to go into that because all of you, at some time or other, 
have read M The Gold Bug," and understand that sort of analysis. But 
this slide shows that the early Italian cryptographers introduced a 
.nethod of disturbing toe normal frequencies, by having the high-frequency 
letters represented by more than a single tohractdrV ' I will add that 
toe earliest tract that toe world possesses on toe subject of cryptography, 
or for that matter, cryptanalysis, is that which was written in 12*72* by 
a Neapolitan, toose mm was Sicco Simonstta. He sets forth toe principles and 
methods of solving ciphers, simple ciphers no doubt, but he describes theza in 
a very clear and concise fora. The first book or extensive treatise on 
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cryptograpliy is that by a German abbot namod Trithemius, who wrote his 
oonuaontal work in 3531* Ho planned to write four volumes, but ho quit 
with the third one because he purposely wrote so obscurely and made such 
fantastic claims that he sot charged with being in league with the 
Devil* They burned his books, as a nsatter of fact. 

We are going to ^unp a ways new to so m examples from awe recent 
history. This slide shows a cipher alphabet and system used by nary. 

Queen of Scots, in the period 15A&5, or thereabouts, 'Tnere was an 
Italian cryptographer whose name was Porta and Who wrote a book, 
published in 1563, in vfolch ho showed certain typos of alphabets that 
have come down in history and arc known now as Porta's Alphabets. Here's 
an example of the Porta Table, showing one alphabet with key letters 
A or B, another alphabet with key letters C or D, and so on. I don't 
want to go into exactly herer those key letters ore used, but it is 
Sufficient to say that even to this day cryptograms uaisig the porta 
alphabets are occasionally encountered. Incidentally, Porta was quite 
a fallow. There are lots of people who refer to his book but have never 
read it. I took the trouble to have it translated to soe just wiiat he 
did say, and he was, in cy opinion, tie greatest of the old cryptographers* 
Incidentally, also hq was the inventor of what we know as the camera 
obscura, the progenitor of our modern cameras. I think also he was one 
of the earliest of cryptanalysts able to solve a system of keyed substi- 
tution, that is, where the key is changing consistently as the message 
undergoes encipherment. Porta's table was actually used in official 
correspondence. Here is a picture of a table that was found among the 
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State papers of ^ueen Elisabeth’s tine, used for communicating with the 
English Ambassador to Spain. It used Porta’s alphabets. 

The next slide I show is a picture of what ciyptographers usually 
call the Vigenere Square or Vigenere Tables a set of twenty-six 
alphabets successively displaced one letter per row, with the plain- text 
letters at the top of the square and the key-letters at tho side. The 
method of using the table is to agree upon a key word, which causes the 
equivalents of the plain-text letters to change according to the aanner 
±n wiiich the key changes, how, Vigenere also has an interest to me 
because although he is cororaonly credited with having invented that square, 
he really didn’t and, what's more, never said he did* Here's a picture 
of it as it appears in his own book. It goes considerably beyond what 
tile ordinary references say about his table, but I won't go into those 
differences because they’re technical and perhaps of no great interest 
to you today* 

The next cryptographer I wish to mention is a Frenchman, Francois 
Vieta, an eaoinent mathematician, founder of modern algebra. In 1509 he 
became Gouncelor of Parliament at Tours and then Privy Counselor. iihlle 
in that job he solved a Spanish cipher system using more than 500 
cl iar actors, so that all the Spanish dispatches falling into French hands 
ware easily road. Phillip II of Spain was so convinced of the safety of 
his cipher that when he found hie French wore aware of the contents of his 
letters to the ‘Netherlands, he complained to the Pqpo that the French were 
using sorcery against him. Vieta was called on the carpet and made to 
explain. Here is another example of another old official cipher. Here are 
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the alphabets j and a sliding card* which could be shifted up and down, 
was used for changing the key, or as a means of changing the key. Here 
is another, called the ’•two-square cipher," or •' two-alphabet cipher"! 
it involves coordinates: here is one complete alphabet and here is 
another ones the coordinates are usod to represent the letters* That 
was actually used in Charles I*s time, 1627, in communicating with 
Franco and Flanders. 

I want to jump now to the period of the American Revolution, in 
U.S. history* The systems used by the Americans and by the British 
were almost Identical 1 In one cage, in fact, they used the same code 
book t I have seen references to an American who seems to have been the 
Revolution's AFSA, for he was the cipher expert to Congress and it is 
claimed that ho managed to decipher nearly all, 0f not all, of the 
British code messages intercepted by the Americans* The next chart 
shows a picture of a ©ode or "syllabary," as we call it, used by Thecas 
Jefferson# Tliis syllabary is constructed on the so-called two-part 
principle* This is a portion of the decoding section* Ton will note 
that the numerical groups are in consecutive order but their meanings 
are at random* They have no alphabetical order at all. It simply means 
that you have to have another section, the encoding section, in itfiich 
the words are in alphabetical order, and their equivalents are in random 
order* This sort of system even today is in extensive use. Jefferson 
was an all-around genius, and I shall have something to say about him and 
cryptography a little bit later on, I hope* Hero's an interesting slide 
shovdng a picture of a letter which is known as "the Benedict Arnold 
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Indecipherable Treasonable Cow Letter* 1 * It has never been deciphered* 

It reads* "I have bought a cow and calf fro»a Gen. John Joseph B ullis * 0 
and so forth* The reason that it hasn’t been deciphered is that there 
isn't enough of it to fora the basis for a solution* 

I tm going to say a few words about Egyptian hieroglyphics for the 

reason that I think that that represents the next and a great landmark 

l 

in the history of cryptography* About 1621 a Freneiutan* Champolion, 
startled the world by beginning to publish translations of Egyptian 
hieroglyphics* This is a picture of the Rosetta Stone. It is a tri- 
lingual inscription: Egyptian hieroglyphics* followed by Egyptian script 

called "Demotic" and then Greek* All three texts were assumed to say the 
same thing* of course* It was by neans of this tri-lingual inscription 
that the Egyptian hieroglyphic writing was finally solved, a feat which 
represented the successful solution to a cryptanalytic problem, the major 
part of which was linguistic in character, for the cryptanalytic part was 
relatively simple. In the hieroglyphics there are tilings that we call 
cartouches, that is, characters enclosed In a rectangle marked by a 
graven line. Here are 3039 examples* Tills one was on an obelisk* and 
was suspected of representing the nano Cleopatra . I suppose the reason 
for that assumption was the repitition hero of two characters at a proper 
distance to represent the two A% of Cleopatra* By taking the various 
cartouches* writing them out carefully* studying therm on the basis that 
this cartouche was Cleopatra, it turns out that by talcing the characters 
in the cartouches* substituting their equivalent Roman letters and putting 
then in the proper places in other cartouches* bit by bit Champolion was 
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able to establish nones other than Cleopatra, ouch as Ptoleqy, Alexander, 
and so on* fhat*s the way in which a start or initial break was made with 
respect to the Hosetta Stone, and Egyptian hieroglyphics were finally read* 
It was very fortunate that the early students of Egyptology didn*t know 
that the Egyptians also used cryptography t Some of their writings are not 
only “plain-text hieroglyphics, n but they also had “cryptographic hiero- 
glyphics" 1 Here, for instance, is an example of substitution* Thai 
character in place of this one scans “to speak*' 1 You see tie finger 
pointing to the mouth, and so on* 

Mow I am going to jusp to the period of the Civil TTar or the »n7ar 
Between the States,' 1 in U.S. history. Here is a picture of a cipher device 
used by the Confederate Amy, captured at Vicksburg, one of our ifuseua 

i 

treasures. The device is a cylinder covered with a sheet of paper bearing 
alphabets, the alphabets of^Vigonere table, in other words, a pointer 
that you could slide, ami a thumb knob with which you could turn the 
cylinder according to the key letters* 

There is ono person 1 passed over in getting to the Civil Y/ar period* 
Edgar Allan Poo, in 101*2 or thereabouts, kindled an interest in crypto- 
graphy by his famous story of “The Gold Bug," and by some articles on 
cryptography in newspapers and journals of the period. 

Here is a picture of a message, authentic without question, which 
was sent by President Lincoln to Gon* Burnside* It*s very aicple. It 
reads this way, of course, and makes no sensei but if you read it back- 
ward® it makes excellent sense* “If I should be in a boat off Aquia 
Creek at dark tomorrow, Wednesday evening, could you without inconvenience 
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meet m and pasa an hour or two with me? (Signed) A. Lincoln* 1 * 1 think 
■the President was kidding a bit. 

This is a photograph of a page or two from the code book and cipher 
system used by the Federal Army* They had what is called "route ciphers," 
that is, a matrix with indications of route to bo followed in inscribing 
and transcribing the words of the message. Kerens how you write the 
message inj the first word, second, third, fourth* fifth* sixth and so 
forth} then you take theca out according to another route. And here the 
thing is complicated by the use of arbitrary equivalents for the names 
of important people. "President of the U.S." is represented by "Adam” 
or "Asia." It had two equivalents, you see. Here are some of the names 
of famous or well-known officers of that period. I. have with me today 
the complete set of cipher books used by the Federal Army during feat 
period, and after my talk those of you who wish may Come up and examine 
them* together with certain other exhibits* Foe next slide is a picture 
of a message sent to General Grant in. one of those route ciphers. 1 
shall not take time to read it. 

There is an example of a type of secret writing employed by the 
French in the Franco-Pruosian ’<Tar* It consisted of code groups written 
out from a code book* You remoaber that in tho Siege of Paris the 
French were completely cut off, so that messages had to be sent out ty 
pigeon. The message was photographed down, and — this* I believe, was 
the first and earliest example of micro writing used for military purposes 
the message was* as I said* photographed dern* and sent out by means of 
carrier pigeon. Tills is a copy of one of the examples. 

Hi 
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After the Civil War, or War Between the States, the use of crypto- 
graphy in United States military affaire went into a decline for a long 
period of peace, and was broken only briefly by the Spanlsh-Aaerican 
War. In 1885 the 'War Department published a code called "Code to 
Insure Secrecy of Telegrams," based on a small commercial code, almost 
word for word* I have a copy of that with me and if you trich to examine 
it you’ll get some idea of how naive we traro in those days I In the 
Spanish-American V.’ar there was very littlo use made of sound crypto- 
graphy, for we used that code, which iiad no secrecy* whatever $ but then 
w must re.acr±»er there was no such thing as radio in those days, either. 

In 1899 the Chief Signal Officer 'undertook the preparation of a suitable 
code* Economy was stressed ■*> the Chief Signal Officer personally did 
all the work. In 1902 the "Cipher of tic 7, ’or Department" was published 
by the Adjutant General. In 1906 a revision of that was published, and 
in 1915 a completely new code, the War Department Telegraph Code, was 
published. But, believe it or not, that code was printed by a commercial 
house in Cleveland I 

’Ye come now to the "Vor Id "far I period. Vfltli Hertz's discovery of 
the so-called Hertzian waves and Harconi ! s practical demonstration of 
signalling b/ wireless, a new era in military communications was ushered 
in, and also a haw era in cryptology * The first wide usage of vdreless, 
or radio, as it soon came to be called, was in 7orld Rsr I, but develop- 
ments in cryptography logged a bit, as we shall see. 

First, I will discuss the tactical use of cipher systems in world tar 
I, because these wex-e used in preference to code systems, which came later. 
Here is a picture of a cipher system used by the Russians. You will note 
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that it is nothing but the Vigenere principle all over again, using 
numbers instead of letters, for it represonts only a case involving a 
set of 7 or 6 alphabets used repetitively# by a key number, for 
substitution* This was the deciphering table. The next slide ie a 
picture of a front-line cipher system used by the French. It was a 
transposition system, the columns being here transcribed according to 
the columnar key} in addition, certain disturbing elements came into 
the method by taking off the letters in diagonals. And here is a 
picture of the system used by* the Italian Arsy in world war I. Again, 
it is only a variation of the old Vigenere system. Here is a system 
used by the Gormans# invented by them, or, I should say, it was a 
combination of tiro methods put together in a very clever way. . VTe 
called it the ADFGVX cipher because the cipher text consisted exclusively 
of those letters. An alphabet in here, arranged according to some pre- 
arranged plan, with the coordinates ADFGVX} the letters of the message 
were then replaced by pairs of coordinates} for example, the letter R 
is represented by AG, and so forth. Then a numerical key, developed 
from a key word, is written over the X's, A* a and so forth, and the 
letters are then taken out in colmns according to the key order. That 
system was a brand new thing in military cryptography and caused no end 
of headaches for the Allied cryptanalysts until it was discovered just 
how the solution could be achieved. The solution was not a general 
solution but depended upon special cases, but these happened so often 
that we could bank on them occurring. That cipher system was used by 
the German high command and consequently someone scon discovered that 
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if you made a chart based upon the number of ADFGVX messages intercepted* 
why you could discover certain things about the tactical situation and, 
more important, you could, with some degree of assurance, predict iehat 
might happen* This is a chart which we got up In the AKF based upon 
tiie ADFGVX intercept* This, gentlemen, is the first illustration tliat 
I know of in hictozy of one of the basic principles of traffic analysis, 
and traffic intelligence* The next slide gives a picture of the sort 
of H communiques'* we issued, “Bulleting'* that we put out when the ADFGVX 
messages were road. Here is one of o set of messages, dated November 20, 
192£j of course the war was over, but this gives very important infonoa- 
tion about the withdrawal of Mackensen’s any into Iloumania. There is 
the German text and there is the translation, an interesting and 
authentic message* 

For tactical messages the British and Americans in Y/orld War I used 
a method known as the Playfair cipher, invented allegedly by Lord Xyon 
Playfair, but ho didn’t invent it ** Sir Charles .Th'eatstono invented it. 
iy-the-way, Wheatstone, who is credited with inventing the electrical 
bridge that is known by his name, didn’t invent that bridge - a chap 
named CSiriaty really did* The method of Playfair encipherment is to 
have a square % x %, in which you start in with q. key word, then the rest 
of the unused letters of the alphabet* (I and J are treated as the same 
letter). If you want to encipher "at u the equivalent is ”vr", by diagonals, 
and so on. There is an example of how a .message is enciphered. In those 
days, 191b, that was regarded as pretty hot stuff. In fact, an officer 
of tiie American Amy (later he became Chief Cigna! Officer, ! leg or G eneral 
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Uauborgne) wrote a little treatise, published in 1911;, in which he 
dealt with this Playfair cipher system* The title Of his work is 
»An Advanced Problem in Cryptography#” Today, our nost elementary 
students are given things of that sort to solve after a few lessons. 

The British Amy proposed a cipher device in World War I* They 
hod manufactured a great nany of the© and distributed thousands! 
they proposed to the French and the Americans that they use tho same 
thing for tactical communications, but it was never put to use for 
reasons that I hope to tell you later. 

Mow, I’d like to say a few words about codes and code systems used 
in World War I. I think you all know that a code system is simply a 
sort of dictionary in which the words, phrases and sentences are 
represent able by arbitrary groups of letters or figures* Here is a 
page from a commercial telegraph or commercial cable company’s code- 
book, which they offer to their customers. Ton’ll notice that e*ch 
of these code groups differs from every other code group by at least 
two letters. We call that “the two-letter differential." The reason 
for having such a differential ie that errors are sometimes made in 
transmission, but the likelihood of making two errors in tho wane group 
la not nearly as great as macing a single error* The 2-letter 
differential affords methods of readily correcting a group if it has a 
single error in itj with a bit more trouble 2-letter errors can also be 
corrected* Now, code books and codes are compiled to be suited to 
general or specific kinds of business. They are generalized. Hire a 
general trade or shipping code, or a code for the auto native indue try. 
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and so on 3 but they raay also be highly specialized in character* The 
next slide shows a highly specialized code. You know, there are certain 
people who believe firmly and implicitly in the power of healing by 
suggestion and what not, and horo is a picture of a code book put out 
by a gentle.aan who was a professional nan in that field* You’ll notice 
tijat the purpose of it was, of course, to be able to receive treatment 
from or by your own practitioner no natter where you went* Thus, if you 
go op a trip and want to consult your practitioner, you can send him a 
message and toll him what you think you are Buffering from. vt course, 
you think you are suffering from this, that or the other thing. The 
code is in English and French, and you would simply represent your 
illness, or alleged illness, by a code group. Now, note that the gentle- 
man who got up tills code was pretty well versed in the intricacies of 
code and communications difficulties, because these code groups differ 
by at least three letters each? the reason, of course, is that it twuld 
be a pretty serious tiling if you sent a message earing that you think 
you are suffering from coma, but the group is garbled in transmission so 
that you get the treatment for convulsions . TSiat would be pretty tough i 
?rior to <Yorld h'ar I the use of code books for tactical purposes 
was thought to be impracticable, largely because of the difficulties of 
compiling, reproducing, distributing and protecting the books. I don’t 
think they thought too nuch about the possibilities of solving cods. 

Early in 1916 the Gormans began to use field codes, and the Allies soon 
followed suit, t had some slides to show you pictures of pages of the 

*L- 

cods books of the various belligerents, but 1 will omit them and say 
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that I also have brought exhibits of such books ah were actually used 
for the purpose. Those who would like to soe what they were like are 
welcome to coae up after this tails and examine them* The only slide that 
I will show ip one that, will give you a picture of the American Arffly*e 
inadequacy in World War I for code coraaunicatiORS. This ia authentic w 
I didn't make it up «* I found it in the records. It's a code gotten 
out by the %2nd Infantry Brigade, dated 1? April 1918, and it is what 
wa called "the baseball code.* If you wanted to say "killed," you said 
"struck out" j "wounded" Was represented by "hit by pitched ball," and 
so forth - vpxy elementary. 

Hovr I ora coming to a very interesting example of the use of ciphers 
by German agents in the World War I period* . Here is a cipher message 

Which was found on a German spy in the United States soon after he 
crossed Wie Mexican border into Texas, After some weeks it vras 

deciphered by 0-2 *a code-solving organisation in Washington, itl-O, as 
it was called. Here is the deciphered German text, and this is what 
it said: "To The ferial Consular officials of the Republic of flexico* 
Strictly Secret! The bearer of tills ia a subject of the Rapine who 
travels as a Russian under tha name of Pablo T/aboreki. He is a German 
agent." And so forth. The Court sentenced him to be shot; President 
Wilson coiamuted it to life imprisonment; and he was out of the pokey after 
only one year ! 

Here is a message which ia probably the most famous message in 
published cryptonalytiq history to date* This is the message whitih 
brought the United States into World War I, on the side of the British* 
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In 1915-16 it tras very much cutcli-aa-catclv-cnn ac to which cldc the 
Americans were going to join. Our British friends, later our allies* 
did certain things that we didn't like, and there was a good deal of 
talk about their nefarious behavior, gut this message, solved by the 
British, brought us in on their aide. It was the straw that broke the 
camel's back. It is known ah "the Ziarwraann telegram." It went to 
the Goman legation in Mexico City from Count Von Bernstorff t the 
German ambassador in ’fashing ton. The method of solution 1 won't go 
into. Their cleverness in the handling of tile case is a good illustration 
of how astute, diplomatically, our British friends are, for, as I have 
already said, it resulted in bringing us into the War on their side. 

Here is the translation of the tiling. It was important because the 
message said the Germans wore going to resume unrestricted submarine 
warfare and this part, here, dealing with a deal with j Mexico, was the 
straw that broke the camel's back. People in the Middle ’.Vest were 
very lukewarm toward the idea of our getting into the War - on either 
side but when the Germans bogan talking about returning to Mexico, 

Texas, Hew Mexico and Arizona, that was something else again, so, we 
got into the war within a couple of weeks after the British gave ua 
and established the authenticity of the translation of "the Zimmemann 
telegram." 

Here is another message solved in World "tVar I by the British and 
made available to our authorities in Washington; a sabotage message talking 
about who were reliable saboteurs and wiiat they should do. That message 
figured in a long, long trial before tie Geraan-Afuerican Mixed Claims 
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Cotsaissio n, in which the Germans were charged with certain acta of 
sabotage, notably the Kingland fire and the Black Tan explosion in Hew 
Jersey. *£ast of you are too young to remember those incidents, The 
trial resulted in a decision in favor of the United States c&airaants, 
who ware awarded some $JiO,0QO,QOO, Hero is a message, in secret ink, 
that figured in the Black Ton Case* a page from the ELuebook ?;agasino, 
on which there was a nessage written in invisible ink, a method wo run 
into occasionally evm: in modern warfare. 

How I come to a caso in which I was involved. In 1916-1? the 
Germans financed a large number of Hindus in their attests to stir up 
a rebellion In India, the idea being to cause eo much trouble in India 
that the British would be forced to withdraw troops from the Western 
front to quell disturbances in India. Iheso Hindus were negotiating 
for the purchase of arms arid ammunition in the United States and sending 
them over to India. Since the U.S# was neutral, it was against our own 
lews to permit such undertalcing3 against a friendly jiation. So the 
business had to be conducted secretly and that is how cryptograms 
entered into the picture. Bore is one page of a long* seven or eight-page 
letter that was intercepted between the top Hindu agent in the United State® 
and Ms chief in Switzerland* The letter consisted of groups of figures, 
in which were interspersed so;* plain-text words. I recognized pretty 
quickly that the letters of the secret text had been replaced by numbers 
which indicated specific letters in a book, Each group of numbers 
represented the page number, the line nurabar, and the position number in 
the line of the letter* All I needed was the book, but unfortunately 
the Hindu failed to tell no what the book was, so I had to go ahead and 
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try to solve tile raessaga without it. It was solved, and 1*11 show you 

very briefly the laothod. As I said, there wore words, plain-text words, 

interspersed throughout the either text, and I would make a guess at 

shat the numerical group before or after a plain-text word represented. 

Here, for example* "Fonaod something, with something." I assumed 

that tills firat "something" would be the word "caoaittee,** and that 

meant that on page 6*?, the fourth line, the second letter in the line 

was a Oj the third to be Oj tha fourth !ij the fifth another J?, but the 

Sixth letter in that line wag not indicated. Instead, the next group 

jumped to another page, from which the letters I, T, T, and so on were 

taken. Well, by substituting some of these guesses in their proper 

positions and making tabulations of this sort, I assumed that the first 

five letters of this word 11 committee" came fro® the word "cQmu^icatlon ,, 

on page 6g, line Uj tJie next three, from a ward having "ITF." in it, such 

Came 

as "attention"! but the last letter, E,/from another page altogether and 
I could only add more data before sacking any guess as to that the word on 
page ?2, line 2, night be. 3y working back and forth, building up the 
various words on various pages of the book, then building up the words of 
the message - one helped the other — I finally got certain clues as to the 
sort of book involved - that it was a book dealing with the history of 
German political philosphy, economy, or history. I hunted and hunted and 
hunted for that book, I finally found it, all right. It was Price Collier’s 
Oenrtany and the Germans . Ibis message figured in a long-drawn out trial 
in Gan Francisco, whore there were about a hundred and five Hindus on 
trial simultaneously. One of the Hindus turned State’s evidence and got 
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himself in bad with the others. T:ey were aoarched every day before 
they case into the court* but one day, the day after I testified, one 
Hindu^ managed to secrete a gun in his clothes and during the midst of 
the proceedings shot the Hindu who had turned State*® evidence* •where- 
upon the United States marshall* a great big fellow* six feet four* 
standing in the back of the court* drew his weapon and shot tiro first 
Hindu dead. They were both dead right there* within two or three seconds 
That's tire way that trial ended up, dramatically* 

I'a going to pass over the next slide. It figured in the oil 
aeandal in the days of 1921* ♦ 1 was government witness in that case* 

having solved the messages which disclosed boob of the facts that lead 
to !£r* Fall’s going to prison. Ho woo Secretary of the Interior, if 
you recall* I think lie died only recently* 

The rua runners in those lamentable days of prohibition, used some 
very good codes and ciphers. Hero is a particular case where a .lessage 
was enciphered by talcing code groups out of one book, transferring the 
code numbers for those groups into anothor book end then adding a 
constant value to those numbers* findiisg tho letter-grot^ equivalents of 
the final numbers* then enciphering those letter groups! This was such 
a message. All I had to do was to find tho two code books, too additive, 
and the cipher alphabet. Li$i lining struck one night and the job was 
completed in a fear hours. 

There were sous interesting things* working on the job in peacetime* 
when we would get massages from various government agencies to solve. 
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Here ig one that came to the white House and was sent to ua by the Secret 
Service. It was addressed to the President and had this dagger stuck in 
after this message. If you read it backwards and take alternate letters 
it asked President Roosevelt: “Did you over bite a lemon?” 

New I am going to jump to the question of cipher devices, because 
they represent the modern trend. I’ve already mentioned to you the 
point about the invention and introduction into Tilde usage of radio, and 
their effects upon military matters, especially upon cryptology* Traffic 
in largo quantities became available for interception aid study, and 
hence icprovawent in cryptography had to come. It come slowly but surely. 
In connection with theoretical advances in cryptographic methods came 
inventions of cryptograpSxio devices and machines. A brief history of 
these will therefore be useful. That ia a picture of the earliest crypto ~ 
graphic device on record, except for the scytale. This is taken from a 
book by an Italian named Alberti, published in 1U70, and is just a pair of 
alphabets, one revolving concentrically upon the other, so that you could 
change the relationship of the two alphabets. This wheel is represented 
also in the Porta book, and, by-the-way, I have with me today a copy of 
the original edition of Porta, with the cipher wheels in place and in 
working order. This was published in l£63. They didn’t have any children 
In those days, obviously, or otherwise these things wouldn’t be here, and 
in good working order 2 

I know it takes a long time to get a patent through the patent office 
but Alberti’s device was finally patented in 1365, tho inventor happening 
to be the then Chief Signal Officer of tho Array, Major Albert J* Iyer. 
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Belie ve-it-or-not* the saue thing was used by the Signal Corps of the 
United states Amy as a new invention perhaps* in the period 1910 to 
1913. There is a more recent invention of the same thing* T3ie patent 
office doesn’t have good access to literature on tiie subject of crypto* 
logy* so every once in a while a thing that is as old aa the hills gets 
through the patent office. How w© cone to an interesting device* I 
mentioned a little while ago that the British proposed a cipher device 
for use on the Yfestem Front in World War X* and a little bit of history 
of that development is interesting. Hero is a picture of a device 
invented by Sir Charles Wheatstone* the eminent British uatheiaatician, 
physicist and electrical engineer * He was also a cryptographer of same 
stature* The principle of the Wheatstone cipher wheel is just a little 
different from that of Alberti's or the Signal Corps* This ooe has an 
alphabet of 27 characters and an inner alphabet of 26* with an eccentric 
motion influenced by the letters that you were actually going to encipher. 

With this hand* you see* you go around this way* and* for ox&aple, if tine 
letter II is represented by E, on the next revolution 3 is represented by 
the next letter* which happens to be a V for victor. Wow the British took that 
basic invention* and souped it up a bit. Perhaps you noticed that on the 
first slide the outer alphabet consisted of the letters in normal English 
order* on tho inner alphabet the letters were in mixed order. What they 
did was to add the idea of a mixed alphabet on the outside or outer alphabet. 

They changed the fora of the device itself, but the cryptographic principle 
is identical* Here it is. They had a great many of these manufactured. 

I was at that time* in the Autumn of 1917, working at the Rivorbank 
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Laboratories. This thing had been approved by tho British, the French 
and tho American cryptographers in Burone. It was sent to Washington, 
approved there by the MI-S people, but somebody there said, "Well, let’s 
see vfaat this fellow out in Chicago thinks about it* So they sent us a 
set of five very short test Messages enciphered by this device* All I 
knew was that a device based upon Wheatstone principles was probably- 
involved* lly employer cane to tae and gave me these five messages, each 
laessage only 35 or so letters long* He said, B I want you to solve this 
thong.” I said, ’’But Z can’t solve anything as short as this* It’s 
absurd and unfair* I don’t want any part of such a teat* Besides, I 
have other fish to fry." Ho said, ’’foung man, on the last day of each 
month you get a little green piece of paper with ay name in the lower 
right hand corner. If you would like to continue receiving those pieces 
of paper, you will start work on tide right w& •” Z said, 11 Yes, Sir !” 

Well, by hocus pocus which I won’t go into, I succeeded in reconstructing 
wrat I thought was tho basis for the nixing of these letters in here, the 
letters of the inner alphabet* Hie word on which it was based seemed to 
be the word ” cipher,” and I thought, ’’hell, so far so good, but unf or tunately 
t'aere is no way of reconstructing the outer alphabet by analysis.” At that 
time I hadn’t invented the principle of doing so, although about a dosen 
years later I did so* But in 191? there was nothing to do but tiy to guess 
what tho keyword for the outer alphabet night be, by trial and error, and 
I made this assisaptionj If a fellow was foolish enough to use a word like 
’’cipher” as the basis for mixing one alphabet, he*d be likely to use an 
associated word as the basis for nixing the other. 1 tried every word 

2 ? 





> • , 



R^F ID :A 41 48562 



associated in ay nine! with the word "cipher,” one after the other, and 
it took minutes to test each $pi©ss. I thought of words like ’’alphabet, 
secret, substitution, Cheats tone,” and so on, Finally, I exhausted cy 
efforts* ISPs. Friedman, who was uy right iiand man at the tin®, was 
sitting in another part of the rood, and I said, "Blisabeth, will you 
stop what you’re doing and do southing for tae?” She said, "..hat do 
you want m to do?” I said, "J-lak© yourself ccaaforteblo. I am going 
to say a word to you, and I want yon to come back at me with the first 
word that pops into your head*” She made, a pass or two with her lipstick 
and said, "Shoot*” I said, "Cipher.” She said, "Machine*” Tnat wae it l 
In about ten minutes we had reconstructed the outer alphabet and solved 
the messages. Sue first message said} cipher is absolutely 

indecipherable , ” T/e telegraphed the solution to Washington, word got to 
London, and they !iad to kill the project* rfnen I got to the A3F in 
France I wasn’t very well liked by our British friends* 'Ihat hheatstone 
principle is attributed to Sir Charles, but not long ago by sheer accident 
I came across this devices it’s in Our museum^ now and was made by a 
Major Becius Y/adeworth, U.S. Ar ay* Wadsworth was aide to General Yfilkinaon, 
of Revolutionary fame, and he later became Chief of Ordnance. 11m he 
became interested in ciphers I don’t know, but he certainly made this 
device. It bears on it - this is a very poor picture - tie date 1317, while 
Wheatstone conceived his device and described it in 1870. Hence, credit 
for the invention of the so-called VTncatatone principle belongs not to an 
Englishman, but to an American* 

I come now to a cipher device allegedly invented by a Frenchman, a 
Coomandant Bazeries, and called the ’’cipher cylinder.” The Baaeries device 
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consists of a shaft on which are mounted 20 discs which can bo arranged 
in keying order, each disc bearing an identifying number and having a 
different alphabet on it. Having set up the discs in hey order* you 
line up the letters of your plain text message thus: ”Je suis 
indechiffrablc ,t ("I am indecinlierablo" ) is what it e ays on this line; 
and for your cipher text you can take attorn of the other horizontal 
lines of cipher let torn. This looks like a system based upon an 
excellent principle,, but it is quite readily solvable these days — if 
you 'navo tie device* The principle, however, was not invented by ’ l E 
Bazoricsj it was invented by our own Thomas Jefferson* and here is his 
description of the device which he called "tho ;Jheel cypher," using 
exactly the sane principle* X had an interesting time digging up the 
faot3 in connection with an article I was asked to write for the 
definitive edition of Jefferson’s writings now being published at 
Princeton. In 19l£-*l6 a United States Army officer by the name of 
Parker Hitt independently invented that sane principle again* this time 
not in the fora of discs* but sliding strips* you seej this is a picture 
of hie original model. Sira. Hitt came to Piverbank, where I was then 
educating myself in cryptography* and she brought along her husband’s 
invention* saying it was pretty hot stuff. She put up a challenge message 
on the devj.ee* which I solved by hocus poeus, you night say* like this: 

I thought to myself, "iVell* this lady* lira. liitt, is beautiful and 
charming, and so forth* but 3he doesn't know much about cryptography. 

\fnat kind of a key would she be likely to use for raixlng up the order 
of the strips? hell, she might use the key ’Rivcrbank Laboratories. »« 
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That was it i In 1918 that saaa principle was adopted by the United States 
Arny Signal Corps} there it is, the U-9h device. This, as you see, uses 
.25 discs with differently mixed alphabets; you can put them on in aiy 
key order you please, — exactly the sane principle as Jefferson's or 
Baserieg ’ or aitt'g device employed. Vfe used Ciphor Device ll-9h for 
quite a number of years after Jorld ‘Jar I with some success, The havy, 
the Harine Corps, and the Coast Guard also used it. J$r adopting Hitt's 
eliding strip form, which lends itself better to changing the mixed 
alphabets frequently, we got greater security in a device we called 11 tie 

atrip cipher" or Cipher Device H-I3O in the Arty. 

This, gentlemen, is a picture of the very first SIGTOT or one-time 

tape cryptographic transmission mchine, produced by the AT&T CoiJjuuiy in 
1918, too late to be used in V/orld War I. The principle is: here you 

perforate a tape bearing your plain-text message, here you have a previously- 
prepared keying tape passing tiirough a transmitter, here is another keying 
tape passing through another transmitter; these tapes are different and in 
the form of loops of different diameters. Suppose this one is a thousand 

characters in length and the other 999. If you start them out at initial 

'■ -fcT ' ' 

given points, according indicators, those two points won't come together 
again until you have enciphered 999,000 characters J A pretty good principle, 
but, again, on a challenge, - ibis was after I came back from the ASF, was 
demobilized and then went back to Chicago to the Riverbank Laboratories — 
on a challenge, I solved a set of messages in the system, without having the 
machine or the key tapes. This was supposed to be absolutely indecipherable; 
0-2 said so in writing in & letter signed by the Director of rilitary 
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Intelligence, but I was able to solve the thing, as I have Just said, 
■without having the tapes, without knowing how long they were, or the 
machine* It was a long and Interesting solution* but I haven* t the 
time to go into it. 

This is a picture of a new type of cryptographic machine. A 
gentleman by the name of Hebern out in California case forth in about 
1922-23 with a keyboard,, a rotor which acts as a switching coautator 
really. Hie current from the keyboard depressions enters at this side 
(a fixed comutator), goes through the wheel here, exits at this fixed 
comutator, and then to the light-bank or typewriter*. Now, this machine 
had only one rotor. In about throe or four years, after collaboration 
with the Havyy he came out with a five-wheal machine, five rotors, you 
see, and these are the types of rotors that he used, which gave pretty 
high security. The Navy was about- to adopt these things. They were 
about to place a contract for &?$, 000,00 with Heberrw How that hit me 
when the chief of the ilavy Code and Signal Section, Lieutenant Strubel - 
now Admiral Strubel in charge of the Oth Fleet in the waters around 
Formosa - told me what the Navy had in the way of cash for cipher machines 1 
Wo in the Amy didn’t even have a dollar for that sort of thing at that 
timei Weil, Strubel asked rass "Shat about it?" I said, "I*!! study it." 

I studied the matter for about six weeks before I had a really good idea. 
Them I went to Strubel and said, H I think I can solve messages.'' He said, 
"You'll have to show me." I said, "All right, I accept your challenge." 

He said, "Ok. What do you want?" I said, "I want ten messages set 15) on 
your machine." He gave ao the ten messages, and I solved the thing, 
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It waa a curious thing that happened to me one evening aa I was 
getting dressed to go out. I’d been working at the problem* of course, 
and it took week© of making distributions and finding ray way around, 

I had one assistant at the time ~ he was a veteran, an ox-prize fighter* 
with crossed-oyos, cauliflower ears and all, and ho wasn’t much help* 
except in typing* X had reduced a probloa involving millions and 
millions of alphabet© to a place xthom I had one lino of 26 letters 
reduced to a certain fom. If I could solve that one line I would have 
a start. Well, I want homo that evening I mentioned, much preoccupied. 

I had a clear picture in ray mind of this one lino, but all I knew was 
that certain letters were the aaaae , certain ones different * and, of 
course, I kept in mind the specific positions of these letters. For 
instance, Hie first six letters were all different, but the 3d, ?th, 
lUth, 19th and 25th were identicals the Uth, 21st and 26th were identical, 
and so on. Well, as I 3aid before, while getting dressed to go out to 
a party that night, fiddling with ray black bow tie, all of a sudden it came 
to rae in a single flash, like lightning J The plirase that would exactly 
fit the positions of the repeated and the different letters was ^President 
of the United States*” That was it I The next day I came in and verified 
the assumption. In a few day© I handed the Navy a solution] they killed 
the order. The Kebom firm went to piece©} Hebern, the inventor and 
president of the firm, wound up in Son Quentin for a couple of year© 
because he ran afoul of California’s fl blue-gky lssra*” You see, the Hebern 
Company's stock had aiyrockotod on the hot tip that a Navy order was coming 
through} and when the Navy order didn’t come through as anticipated, the 
stock dropped to about §2.00 a share. Hebern picked up 30ae of the §2.00 
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stuff, wont to a different part of the state, and sold it for £10.00, 

The California authorities didn’t 3440 that, so they put hin in the 
hoosegow* 

This is a picture of the first cipher machine invented and built 
in Europe, called tho Enigma. It was sold on i he commercial market 
until the IJaaia cams into poorer. Here are the rotors, you see* four of 
them here, a keyboard and the light bank* You press tho keyboard, the 
rotors step, and the lamps light up. You position these rotors according 
to prearranged keying instructions, how, also in Burope a bit later 
there were other inventors. Here is a machine called the Kryha, which 
was considered to be a very complicated and difficult thing - nobody 
could solve it. Here is a Gorman professor who put out a treatise on 
tho indeciphorabilitjr of the tiring, showing how many permutations and 
combinations there wore. Everybody in the world could be provided with a 
machine and a different key, there were so many permutations and combina- 
tions available, Well, gentlemen, merely the number of permutations and 
combinations that a given cipher system affords, like ’’the birds that 
sing in the spring,” have nothing to do with the case, or at least very 
little. It all depends upon the nature of those permutations and 
combinations, that it, What they are basically in the cryptographic 
sense* For instance, tales the principle of nonoalphabetic substitution, 
the principle Poe used in "The Gold Dug,” Theoretically, with a 26-letter 

alphabet you can make 26 1 cipher alphabets. How 26 i is a large numbers 

Vy i 0 ^ j 

U03, 2 91,1+61 , 126,60^, 6^,$Qk/00Q a 000, that is, four hundred and three 
quadrillions, two hundred ninety-one thousand four hundred and sixty-one 
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trillion#, one hundred twenty-six thousand six hundred and five billions. 
Six hundred thirty-five thousand five hundred and ei^ity-four millions* 
Quite a large number* { 3 o, if you were to try to solve a cipher such as 
that in "The Gold Hug" and were to go at it simpTy by trying all those 
quadrillions of permutations of the alphabet, you*d need lots of time 
and .manpower* Because it has been calculated that merely to write down 
those permutations it would take a thousand million men working a 
thousand million years to do the major port of the job - not all of it - 
and the scroll would reach from Earth far beyond the planet Mercury ! 
let, ary of you can solve "The Gold Bug" cipher in a few minutes, despite 
the vast nueaber of permutations that a 26-letter alphabet affords* 

Here is a picture of a Swedish machine of about the same period! 
a keyboards a light bank 3 and a set of rotors*- The rotors are of a bit 
different type in this case* Of course, the light-bank type of machine 
was slow* You had to git down and copy by hand and so on 3 go the 
inventor of tliis mae’iine hooked it up with an electric Remington type- 
writer, and that was the first model of a printing cipher machine* He. 
later modified it so &b to havo the printing mechanism Self-contained 
in tile cryptograph, and that *8 a picture of the mchine from tho outside; 
and there is a picture of the internal workings* There is the keyboard. 
Here are the switching coemtatoro, with pins vhich are put in and out of 
effective positions, like on our Converter H-209* Those pins drive a 
certain lever, here, which drives tho switching eonutatora , which are in 
here; you can also switch the effects of the comutators by aeons of these 
plugs* Here is the printing mechanism* This style you'll recognise as 
being very similar to that in Converter M- 209 * ’Rio text is printed on a 
tape* 
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Years ago, of course, considerable thought began to be devoted to 
tiie encipherment of teletype communications. Aside from txiat 1916-19 
A.T. P; T* Company machine that I shewed you a few minutes ago, this ws» 
tii a first of the teletype cipher atiacioenta developed for security 
purposes* It was an invention of Colonel Parke t/ Hitt, who retired from 
the Array about 1925 and joined the International Telephone and Telegraph 
Company, whore he devoted hiaself for two or three years to producing 
this machine* There’s the internal mechanism* It had keying wheels 
which affected the five bauds representing the teletype characters* Those 
wheels were of difforemtial diameters. This one had 101 points, this one 
99 $ tills one 97 > and so on, down, so that it had an extremely long period? 
but the length of tiie period, again, like "the birds that sing in the 
spring," has little to do with the case* Toe machine was put into test 
usage in the State Department , which called upon the War Department to 
make a security evaluation. X was assigned to tiie job, and had an 
interesting time with this* Th© State Department put up a series of 
messages* They were stamped in at a certain hour, about lGtOO o'clock 
in the morning? about 1G:30, lir. Salmon, tiie chief of the State Department 
communications, called me and said, "The machine is out of order* llaybs 
yon can fix it." X said, "I'll be up there in a few minutes." I slipped 
a piece of paper in ay pocket, and hustled over to the State Department, 
then in the old State, War, and navy Building* Upon arrival, Salmon wax 
apologetic. "I'm sorry," he said, "I tried to catch you, but you had 
already left. It's working again, so I won't trouble you." I a aid, "By 
tiie way* I have a question to ask about those messages*" He immediately 
got suspicious caul asked, "What do you wont to know?" And I said, 



“Have you got the plain texts to those messages here?” He drew hinaelf 
away from jhq and said, "l/a-el, yes." I said, "Where are th€y?" He said, 
"In that safe over there." I said, “Well, 1*11 ait here. You go over 
to tile safe and dig out message lio* ?. I want to ask a question about 
it." Very reluctantly he got up, opened the safe, pulled out message 
Ilo. 7> tod, with his back to mo, the message being held close to hie 
vest, said, "what is it you want to know?" I pulled out siy piece of 

paper, and I said, (f ?fell, does it 3 ay ?" and 1 read him the whole 

message* He almost oat down on the floor in astonishment. That was 
only 35 minutes or so after it had been received. The ITT Company 
burned its fingers on this dovelopaant, gave up the investment and never 
tried again. I*ve told you about the AT&T Company studying and inventing 
cipher machines, and the PI&T Company* tine Automatic Klectric Company of 
Chicago* and the ISU Company aleo tried their hands at it and failed. 

The basic reason for these failures is that without first-class orypt- 
analytic guidance nobody can invent a cryptographic machine that is 
going to stand up under organized attack by cryptanalysts with the proper 
"know how." 

Tills is Converter 15-205,. which we adopted; it was a Swedish invention 
and is pretty good. It was the only thing we came across in 19k0 suitable 
for our use in the field. Here are keying wheels. Here is a barrel of 
movable staves, which are affected by the keying wheels; the staves, as 
they move to the loft, and in number from 0 to 25, offset a print wheel, 
and there is the tape. A very neat gadget but a bit alow and not too 
secure when you have tiro or more messages "in the same setting. 
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New, the rest of the time I would like to devote to a brief 
discussion of cryptanalytic gadgetry. This, to my knowledge, is a 
picture of the first cryptanalytic aid, something I got up at 
Riverbank way back in 1916, I think it was: a pair of glass plates 

guides or grooves in YJhich alphabet strips could be slid up and down 
in order to align letters and study them, for various purposes. I don’t 
re;nember now why I put down on it "The U. S. War College." I had no 
relations with then, but it was nice to hand then a present, so I did 
that. I made those strips with ay awn hands. This was a wheel with 
rubber letters that 1 could arrange in any order I pleased to make up 
alphabets. There’s another view of the thing, and here’s a whole bunch 
of them put together, for whatever purposes necessaiy. 

How, from that early start have come a great many very interesting 
developments. Here is a picture of a memo dated October 30, 193k, which 
I sent to Captain King and I la j or Akin, now Chief Signal Officer, and in 
which I made some remarks. You can see evidences of tears or naybe drops 
of blood on this tiling. I was a siding for a little bit of money to get 
some IBII machines. 1 said, "Please do your utmost to put this across for 
me. If you do, we can really begin to do worthwhile cryptanalytic work." 
Well, the plea was successful - we got it. Here’s a picture of part of 
the contract, you see, dated the 12th of November. It took only a month. 
And here is what we were getting, and see these prices, \faen I think of 
the millions of dollars which the Amy’s Signal Intelligence Service spent 
during World War II . on this sort of thing, I an amazed that from such 
lowly beginnings should havo cone that great establishment of IB, I apparatus 

This is a room, just one wing of several in our headquarters during the 
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war, with tabulating machines* here, just one after the other IEBS 
machines* either standard or modified for Special jobs* 

You know the picture the average person has of a cryptanalyst* 

He’s a long-hair* lie wears thick spectacles* has long whiskers with 
crumbs in then and so onj he goes into a huddle with himself and 
pretty soon he comes up tilth an answer. Well* that’s far from the 
picture these days. Cryptanalysis and c onnunicati ons intelligence is 
"big business" now* and I want to say a word or trro about that aspect 
of the subject* Cryptanalysis of modem systems has bean facilitated* 

If not made possible* by the use and application of special ayptanalytic 
aids, including the use of high speed machinery of the type pictured 
here. Some are standard machines* but mostly rm devise and use 
modifications of those machines* More inportarttly we have recently 
gone into the invention* development, and production of electronic^ 
cryptanalytxc cadge try. At this point I mist take a few moments to 
clarify the picture and in simple language tell you what such gadgets 
do for us* As 1 said, before* the ntsaber of permutations and combinations 
aff cried by a cryptosystem per sfe isn’t too significant* It’s what they 
are basically from the standpoint of their nature cryptographically 
speaking. In modem cryptanalysis what you are up against are complex 
cryptosystems which usually involve, for their solution* the making of 
a great multiplicity of hypotheses each of which must be tested out, on© 
after the other* until you find the correct one. The job of the crypt- 
analyst is to devise short cuts for testing the hypotheses* short cuts 
often based upon the use of statistics relative to frequencies. Once 
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having devised the proper test or tests for each hypothesis, or for 
several concurrent hypotheses* human labor can be set to work making 
the millions of testa in order to find the correct hypothesis or to 
cast out the vast majority of incorrect ones, TJhen the test is compli- 
cated, or lengthy* it is obvious that you'd have to have, as we used to 

say, factorial n Chinamen to do the Job, or else tho job would take eons. 
But it is our experience that every test which can be made by hand can 

be mechanized, and it is further our experience that in most cases it is 
practicable to build machines which will make the tests. I don't have to 
tell you that machines don't tire as rapidly as humans, they don't need 
much sleep, or tine out for meals, or for recreation or for such things ae 
shopping, love-making, etc* — in short , 11 tho car© and feeding "of machines 
is a relatively much more Simple matter than the '’care and feeding of 
human beings.” So, we have cryptanalysts who devise the tests; than we 
Sieve cryptana lytic engineers who mechanise the tests, and devise, invent, 
develop, and produce the .machines to perform the tests at high speed; 
then we iiave maintenance engineers who keep the machines in good working 
order; then we have cryptanalytic assistants who examine tho output of 
tiie machines, and who are usually able to take the correct hypothesis or 
few correct ones and go on with them to the final stage where a key is 
recovered; then w® may have other mad linos which apply the recovered keys 
to specific messages and produce tho plain texts from them. But in all 
these stops, let me emphasise, the machines only perform, at a high rate 
of speed, processes which the human brain and hand can perform but only 
at a much slower rate •* these machines don't, they can't, replace the 
thinking processes involved in cryptanalysis. 
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Hour, 1 want to ahm you wimt sous of these Machines look like. 

Here is a highly-specialised machine for deciphering messages} we call 
it an "analog** because although it does what the enemy's cryptosystem 
does, any resen blance between it and the enemy's machine is purely 
coincidental* To explain. I'll say thi3: In a cryptanalytlc processing 

center, wo try to duplicate with a few people what thousands of people 
on the enemy side are doing, for it takes thousands of soldiers to 
encipher and decipher the Messages of the many headquarters involved in 
intercommunication. All these messages, or most of them are intercepted, 
they all flow into one place, and you can only have a certain number of 
people to process them. If you have the key or keys, then it becomes 
a problem of production-lino deciphering* so we devise special machines 
to decipher the messages* As I said before, the machine may hot have any 
resemblance whatsoever to the enen y's cryptographic machine, but it 
duplicates what their machine does, and does so at a high rate of epeed. 
Here's a picture of such a device. In this next slide you see a tabulator, 
a standard tabulator with & special attachment devised by our own engineers 
susceptible of what we coll doing ’’brute force** operations, where you are 
trying to solve a thing on the basis of repetitions which are few and 
scattered over a large Volume of messages. Well, if you've got millions 
and millions of letters, the location of those repetitions is a pretty 
laborious tiring if you have to do it by hand, so we speed the search up. 

A machine of this kind will locate those repetitions in, say, one-ten- 
thouaandths of the time that it would take to do it by hand. lore is a 
specialised machine, again a tabulator* with an attaciiment, hero, that is 
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•used for passing the text of one message against the to»t of another 
message in order to find certain similarities, or perhaps differences, 
or maybe homologies, and It does it automatically. These relays are 
set up according to certain circuitry ; you start the machine, and lcjf/ 
and behold, it produces a printed record of the message repetitious 
or tfxiat not. 

Here is a machine which I personally call ’'Rodin.’ 1 Rcdin was the 
great French sculptor who sculpted a piece of engineering known as 
’•The Thinker." This machine almost thinks. What it does is this* you 
set up, or give it, or feed into it, a c err tain number of hypotheses and 
you tell it, "Hcnr, you examine those hypotheses, ckd dome up with one 
which will answer all the following conditions." The mchine takes tlie 
first hypotheses, let’s say, examines that, and if it cooes to a contra- 
diction it says, "Hell, that’s no good) I’ll go back and take up the next 
one." And sO on* It tests the hypotheses, one after the other, at a 
high rate of speed, at electronic speed. That's only one small section Of 
the ran chine. 

Well, we’ve got left here a few minutes in wiiich I should say something 
about the current employment or manner of employment of communications 
intelligence. I’ve devoted two hours to talking about the background and 
development and haven’t said very ouch about the manner of its employment. 
Well, we could discu38 that under various headings, but it is obvious from 
the disclosures of the Congressional Pearl Harbor Committee that the manner 
of its employment in shortening World War II must have been very efficacious 
I wish I had the tiae to, read you the whole of the Jlarsuall-TJewey 
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correspondence that the article in Time was based upon, but I think 
that just a brief extract will be sufficient to give you a pretty 
good idea of the contribution CQIJINT made toward our winning World 
War IX. These are all in that correspondence, v/hich was practically 
broadcast to all the chanceries and war offices of the world when it 
was disclosed during the Congressional hearings. General Marshall, 
you'll remember, in his letter to Governor Dewey, sent durLng the hot 
political campaign of 19UU, was asking the Governor not to use certain 
information Dewey got by surreptitious channels. Here are some excellent 
illustrations of the manner of employment of COHINT: 

"Now the point to the present dilemma is that we have 
gone ahead with this business of deciphering their codes 
until we possess other codes, German as well as Japanese, 
but our main basis of infomation regarding Hitler's inten- 
tions in Europe is obtained from Baron Oshioa's messages 
from Berlin reporting hie interviews with Hitler and other 
officials to the Japanese Government. These are still in 
the codes involved in the Pearl Harbor events. 

"To explain further the critical nature of this set- 
up which would be wiped out almost in an instant if the 
least suspicion were aroused regarding it, the Battle of 
the Coral Sea was based on deciphered messages and there- 
fore our few ships were in the right place at the right 
time. Further, we were able to concentrate on our limited 
forces to meet their advances on Midway when otherwise we 
almost ccrtuinly would have been some 3,000 miles out of 
place. 

"He had full information of the strength of their 
forces in that advance and also of the smaller force directed 
against the Aleutians which finally landed troops on Attu and 
Klska. 



"Operations in the Pacific are largely guided by the 
information we obtain of Japanese deployments* We know 
their strength in various garrisons, the rations and other 
stores continuing available to then, and what is of vast 
importance, we check their fleet movements and the move- 
ments of their convoys. 
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<*TI:e heavy losses reported from time to tine wliich 
they sustain by reason of our submarine action largely 
results from the fact that we hncw the sailing dates and 
the routes of their convoys and can notify our submarines 
to lie in wait at the proper point. 

'•The current raids by Admiral Halsey’s carrier forces 
on Japanese shipping in llanila Bay and elseuliere were 
largely based in timing on the known movements of Japanese 
convoys, two of which were caught , as anticipated, in his 
destructive attacks. 

si* * 

"The conduct of General Eisenhower’s campaign and of 
all operations in the Pacific are closely related in con- 
ception and timing to the information we secretly obtain 
through these intercepted codes. They contribute greatly 
to the victory and tremendously to the savings of American 
lives, bo til in the conduct of current operations and in 
looking toward the early termination of the war." 

■ ' -st 

’'/hat I am going to say next is very important. The interception 
of foreign communications and subsequent processing requires the services 
of numerous communications and other trained personnel. In order that 
the product may be most useful operationally, and not merely historically 

j 

interesting, the intercept traffic has got to be forwarded as expeditiously 
as possible to the processing center, and after processing the CQP-IHT 
product must be promptly transmitted to the people Yiho evaluate it from 
an intelligence point of view, integrate or collate it with intelligence 
from other sources, pass the results then to other intelligence personnel, 
and, in some cases where it makes a difference — a great difference, 
seconds perhaps — see that it is transmitted direct to operational 
commanders. The need for trained communications personnel, inte lli gence 
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experts, radio and electronics engineers, mathematicians, linguists, 
cryptanalysts, and other highly skilled personnel, military and 
civilian, is therefore quite obvious. It takes a large organization. 

In 1939 or 1*0, the totality of personnel in the Array and Ilavy devoted 
to this work was about 300. In 19U5 we had 37,000 ! Brat gives you 
some idea as to what it takes, aside from millions and Bullions of 
dollars for equipment, both communications equipment and this type 
of equipment that I gave you a little story about. 

Some of the cryptanalytic and communications intelligence processes 
can be accomplished in the field to meet certain immediate needs of 
field tactical commanders, and these have been provided for by each of 
the three Services in order to meet special needs in this category. 

But communications intelligence processing involves a rather large and 
intricate complex of a good many activities, much of which can be done 
well only at major, large processing plants inhere the limited number of 
highly aid. lied personnel can be concentrated and very special specialized 
cryptanalytic machinery can be installed and maintained. You see, we 
have to concentrate the skilled personnel because there are only a 
limited number of them. You can't find people trained in this field in 
civil life, because there is no need for cryptanalysis in commerce or 
industry, so that when war comes we don't have a large pool of trained 
civilians from which to draw to augment our forces. Yfe've got to take 
basically intelligent people with {pod backgrounds, and good education, 
and train then ourselves. Tho clearance process alone takes months, and 
wliile during that time we can give thorn some basic training, the more 
complex phases have to be absorbed largely by on-the-job training. 





If ow, I want to say a few words about the very great importance 
of coordination of communication intelligence activities with other 
intelligence operations and the tactical situation. There you’ve got 
to have certain cover methods. For example, when a decision has been 
made to take action based upon communications intelligence, a careful 
effort must be made to insure that the action cannot be attributed 
to communications intelligence alone. Otherwise you will kill the 
goose that lays the golden egg. T7hen possible, action must always be 
preceded by suitable reconnaissance or other operations which will serve 
as cover or deceptive methods. For example, if there is a convoy out 
in the middle of the ocean and suddenly it is attacked by air, the 
question might well rise, ”17611, how tho hell did they know we were 
cut here, tray off the beaten track?” You see, you make cover for that, 
perhaps by air reconnaissance — or it seems that way to the enemy. 

Another aspect of coordination between operations and communications 
intelligence is to be mentioned. The coiiaunications intelligence 
producers must be carefully and fully oriented to give optimum coverage 
of tactical operations in progress, or contemplated. There are just so 
many facilities and personnel available for communications intelligence 
work, and there's a great deal of traffic, an enormous amount. Only a 
fraction of it can be processed, so you've got to neglect the rest* 

It's essential, therefore, that the communications intelligence v/orkers 
be abreast of the current situation so that they'll knew where to put 
their maximum effort* Also, their knowledge of the tactical situation 
is essential to a proper interpretation of certain results they obtain. 
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jW important, also, to correlate the communications intelligence work 



/ yth tactical operations in another phase of operations. If in exuberance 
ur bombers knock out enemy radio stations, the very success of such an 
oporation has repercussions upon communications intelligence. You see, 
putting those stations out of business makes unavailable to us a lot of 
traffic; so that operations of this sort must be coordinated with the 
CGMIHT authorities. There is another reason for being very careful to 
coordinate, and that is that cryptosystems are usually world-wide or 
area-wide in distribution, and if you don't coordinate tactical operations 
with your CQHIiJT authorities , so as to cover up your source of information, 
the energy will soon suspect that his cryptosystem has been compromised 
which would have far-reaching consequences. You see, a commander who is 
a recipient of COI-iTIT and seeks a minor advantage by using it in one 
locality may deprive commanders in other areas of much greater advantage; 
you want to be sure that you don't compromise the source of information — 
that's the important point in this discussion, bihile knowledge and 
experience point to the necessity of exploiting every possible advantage 
that the situation affords when you get this stuff, and in the heat of 
battle the temptation is, of course, very great to use the material whenever 
it is available, nevertheless this often may lead to carelessness in its 
use, which may lead to jeopardizing the source. Of course, the full value 
of communications intelligence cannot be realized unless operational use 
is made of it. However, when action is contemplated based upon such 
intelligence, the possibility of compromise of the source must always be 
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kcZ/he in mind and the danger weighed against the military advantages to 
jj> gained. Minor advantages never alone are sufficient ground for risking 
'toe loss of the source. 



Well, gentlemen, it's 10:00 o'clock. I'm sorry that we don't have 
ary time to answer questions, but I welcome you to examine the ejthibits. 
If I can answer a question while you are doing 30 , I will be glad to do 
that. Thank you very much for your courtesy and your attention* 



